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Technology Observatory

The Technology Observatory monitors the current state-of-the-art of technology products and services including on-going
research, scientific research and those solutions (being) developed in EU-funded projects

Distribution of sources of observations with high- g 8 30 /0 : Distribution of observations according to the EUCS Taxonomy Policy Areas in FCT
BB W U EECoNogT Dl eIt

— of observations from
project results,
scientific material

and news and media Domestic violence and N
B Project results \_ ) sexual abuse, 16 thers,

m Scientific Material Conventional forensics, 22
m News and media

iti Youth criminality, 10
m Practitioner reports >

0 Trafficking of humans and goods, 75
m Event 0 Petty Hate
. Dark net (illegal markets / Other forms of BT, R,
Policy papers and updates cryptocurrencies), 51 cybercrime, 33 Disinformation and fake | Community policing,
observations related news, 21 10 Travel intelligence
Other ¢ ¢

Terrorism and Radicalisation, 21%

to organised crime or
cybercrime policy

Public database

Online identity theft, 12

areas
\_ .
Explosives and explosives
precursors, 16
PR Attack inst
Egrc;lrjorplc e . : inf:r(;n:tignalsr;se:tems, 12 Other fqrm:f, of.terrorism
Distribution of observations according to the EUCS Taxonomy Other forms of organised crime, 52 | fraud, 26
Technology Areas in FCT
Data analyics | < Counterfeit e e e
Internet-based investigation _ 51 goods and Er.wironmental . pr.operty : SEVuClhisicloM ELLE{cAN Protection of public - financing, CBRN
documents, 10 | crime, 10 Cargo crime, 10 | crime, 7 Child sexual abuse, 21 11 spaces, 32 Radicalisation, 18 11 threats, 11
Digal forensics | N
Screening & detection | -2
Monitoring tools and services _ 26
Data storage and exchange _ 23
aporatony equipment for gafering and orensic analysis of samples Distribution of observations according to the EUCS Taxonomy Functions Areas in FCT
General equipment _ 20
Critical communications, Interoperable communications _ 18 ( \
- | : (F10) Investigation and forensics | Y -5
Digital security products and services _ S Data a na lytlcs
e e ? (FO2) Data, information & intelligence gathering management, and exploitation ||| GGG 2
Tracking, navigation and guiding systems, equipments and tools [ N SRR 13 internet-based (FO7) Detection of goods, substances, assets and people and incidents _ 67
CBRNE detection and neutralisation products | N 10 investigation and (FO3) Monitoring and surveillance of environments and activities ||| G
Access control/authorisation (building access, system access, etc.) _ 8 (F1 3) Training and exercises _ 45 ( \
Search devices and tools [N 6 dl ltal fO Fensics are M M M
pPE/Safety equipment [ 5 & (F12) Secure and public communication, data and information exchange || NG InVEStlgatlon and forensics
afety equipmen o . .
e P p h Igh ly releva nt fOr the (FO4) Security of information systems, networks and hardware _ 29 (F]_O), a nd data, |nf0rm at|0n &
Alarm/warning systems 4 TeCh nOlogy (FO6) Identification and authentication of persons, assets and goods [N 2 inte“igence gathering
Conflict management / Use of force 4 Ob (FO8) Positioning and localisation, tracking and tracing [N '8
servator ’ . .
Specialised management & control systems 2 y . . ma n agement, a n d eXp '.O ItatIOn
¢ y (FO1) Personal and other equipment for prevention, response and recovery [N 16
Healthcare / medical equipment 1 B
(F11) Decontamination and neutralisation [l 8 (FOZ) are the tOp functions areas
Guarding and physical protection (non-human) 0
. o 20 0 40 - 50 (FO5) Physical access control 7 N relatl ng to teCh nOlogy y
(FO9) Mobility and deployability 6
0 20 40 60 80 100 120 140

Trends in the Technology Observatory

Observations in the news category relate to cybercrime areas, In organised crime and

N ews 5 O O/o especially online identity theft, dark markets and cryptocurrencies terrorism and radicalisation
and digital forensics.

articles focused on the use of Al
and LLMs, deepfakes and

Observations in the news category concerning horizontal Issues related to the topic of disrupting the dark web; other
6 00/0 disinformation and fake news surrounding technologies for deepfake generation and articles considered 3d printed
detection. weapons and the detection of
drugs.
areas focused on technologies particularly for

TeC h n 0 lO gy While technologies link to the development of (mainly drugs)

The top functions areas are:
e Investigation and forensics and data, information & intelligence gathering
management, and exploitation have overlap and covers all technologies from

Active Projects

conventional forensics to Al, text analysis, encryption and pattern analysis. Almost half of all active projects contain

e Detection of goods, substances, assets and people and incidents - primarily focused some form of cybercrime element
on the development of new sensors

e Monitoring and surveillance of environments and activities - linked to sensing Projects relating to data gathering;
activities and environmental crime monitoring through geospatial intelligence investigation and forensics, training and

exercises, and detection and were the
most common functions areas.

Research into Al, LLMs and Al assistants remain popular, as do
applications for image processing (video and satellite imagery)

Science

6 5 0/ of all observations classified as scientific material relate to the area of
0 Organised Crime; only 13% are related to terrorism and radicalisation

Technologies for supporting internet
investigations are still the most common
technologies under development.
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