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The Capabilities Observatory monitors the current capabilities, gaps and needs of the law enforcement community in the FCT area.
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Distribution of observations according to the EUCS Taxonomy Policy Areas in FCT

Distribution of sources of observations with high-
relevance to the capabilities observatory.
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of observations
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Policy papers and updates
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policy areas

Public database :
Child sexual abuse, 25

Event Digital forensics, 34

Terrorism and Radicalisation, 11%

Economic crime,
corruption and fraud, 36

Trafficking of humans and
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Protection of
public spaces, 7

Dark net (illegal markets

/ cryptocurrencies), 20 Radicalisation, 19

Distribution of observations according to the EUCS Taxonomy
Technology Areas in FCT

Organised property
crime, 9

Counterfeit goods and

documents, 12 Online identity

theft, 5

CBRN threats, 4

Non-cash
payment fraud, 4

Encryption
and 5G, 6

Attacks against
information systems, 25

Explosives and explosives
precursors, 3

Explosives and
explosives precursors, 3

Environmental crime, 12 Terrorism financing, 9

Data analytics

Digital forensics

Internet-based investigation

Data storage and exchange

Digital security products and services

Training & Simulation

Monitoring tools and services
Laboratory equipment for gathering and forensic analysis of samples - 12

Distribution of observations according to the EUCS Taxonomy Functions Areas in FCT

Critical communications, Interoperable communications 11

Surveillance systems Data, information & intelligence gathering management, and exploitation

General equipment Investigation and forensics

Data analytics, Digital
Forensics, and Internet-
based Investigation are

highly relevant for the

Facilitation systems and secure databases

N - Identification and authentication of persons, assets and goods
Access control/authorisation (building access, system access, etc.)

CBRNE detection and neutralisation products Monitoring and surveillance of environments and activities

Screening & detection
Training and exercises

data, information &

Specialised management & control systems

Alarm/warning systems Secure and public communication, data and information exchange

Healthcare / medical equipment

Search devices and tools

Conflict management / Use of force

Guarding and physical protection (non-human)

Tracking, navigation and guiding systems, equipments and tools

PPE/Safety equipment

Capability Observatory

Security of information systems, networks and hardware
Detection of goods, substances, assets and people and incidents
Decontamination and neutralisation

Physical access control

intelligence gathering (F02)

and Investigation and
forensics are the top

functions areas relating to

Positioning and localisation, tracking and tracing

capability

Mobility and deployability

Personal and other equipment for prevention, response and recovery | 1

0

Trends in the Capabilities Observatory

and Horizontal and Societal issues are the main trending topics in the news for the
Capabilities Observatory. Digital forensics & & Child sexual abuse (CC),
and are the most trending
sub-policy areas for each topic.

of the technologies appearing in news and media
concern :
whereas topics for cover

of cases include topics and Trafficking
of humans and goods, Attacks against information
systems and cover

of the relevant technologies are Cybersecurity technologies, followed by
Biotechnologies and

Technology B/

Data analytics and Digital forensics are the most
relevant within the EUCS Taxonomy for Technology
Areas in FCT.

The observations show that technological tools for Internet-based Investigations
and are quickly becoming a priority area for the
capabilities observatory.

Trends from scientific material centre around on , Horizontal and societal issues and
Furthermore, , Attacks against information systems(CC), Digital forensics (CC),
, Economic crime,

Science

and
are also trending.

The scientific material also shows Biotechnologies (esp. Data
analytics) and are also becoming

of the topics for scientific material in the capabilities

observatory are of a Societal impact and Technology

nature. more popular.
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