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About ENACT

ENACT is a knowledge network focused on the fight against crime and terrorism (FCT). The network is
funded under the Horizon Europe Framework Programme in Cluster 3 - Civil Security for Society. The
project addresses the call topic HORIZON-CL3-2022-SSRI-01-02 ‘Knowledge Networks for Security
Research & Innovation’, aiming to collect, aggregate, process, disseminate and make the most of the
existing knowledge in the FCT area.

The project aims to satisfy two major ambitions,
o Provide evidence-based support to the decision-makers in the EU research and innovation (R&l)
ecosystem in the FCT domain, targeted explicitly at enabling more effective and efficient

programming of EU-funded R&l for the fight against crime and terrorism.

e Act as a catalyst for the uptake of innovation by enhancing the visibility and reliability of innovative
FCT security solutions.

Report Feedback

We’re collecting feedback on this report through the EU Survey Platform, if you’d like to share your
thoughts anonymously please click on the link below.

https://ec.europa.eu/eusurvey/runner/ENACT-StateOfPlayPolicy-2025
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Disclaimer

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or European Research Executive Agency. Neither the European
Union nor the granting authority can be held responsible for them.

Copyright

This report contains original unpublished work except where clearly indicated otherwise. Acknowledgement of
previously published material and of the work of others has been made through appropriate citation, quotation or
both. Reproduction is authorised provided the source is acknowledged.
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STATE OF PLAY FCT
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The State of Play (SoP) Fight Crime and Terrorism (FCT) Policy Report serves as a crucial resource for
informing and guiding European Commission (EC) services by the latest relevant data on the evolving
landscape of crime and terrorism. Designed as a policy support tool, the report aims to strategically
support and shape FCT policy and research & innovation (R&l) programming by providing a condensed
and focused overview of recent developments, key insights, and actionable recommendations from
various ENACT activities from September 2024 to July 2025. By integrating findings from multiple
sources and events, this report offers a holistic view of the current state of play in combating crime and
terrorism within the EU context, based on robust and up-to-date analysis. Also, the report’s primary
purpose is to consolidate critical findings and policy recommendations derived from ENACT’s outputs
over the preceding cycle, notably Flash and Analytical Reports. Furthermore, it compiles and
summarises the analytical support and outcomes from various high-level discussions, including CERIS
FCT workshops, expert group meetings, Project2Policy events, and the Security Research Event (SRE).




POLICY VIEW

The 2025 policy view highlights the critical importance of both internal and external security,
advocating for both for stronger EU resilience through integrated civilian and military capabilities [1]
and emphasising the role of R&l and policy programs and the bridges between them [2].

KEY TRENDS IN THE POLICY AREA
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/Cybersecurity \
Cybersecurity remains a top EU policy priority, though gaps persist in education and
dedicated regulatory frameworks [3]. Ransomware and CSEM remain the most persistent
cybercrime threats [4]. Policy responses emphasise the need for stronger cross-border
cooperation, public-private partnerships, and investment in LEA capabilities [5]. Further
\policy actions target vulnerable groups such as children [6] and critical sectors [7]. /

OA
/ Data Protectioh Q’

EU digital policies, with EDPS And EDPB, continue to advocate for strong safeguards,
compliance with GDPR and the ePrivacy Directive, through opinions on the EU Cyber
Solidarity Act [8], Digital Euro Regulation [9], and EHDS [10]. EDPB Guidelines on
Pseudonymisation support compliance, offering practical guidance [11]. The EDPB urges
Qr better enforcement and resources rather than weakening data protection regulations. /

/I-\rtificial Intellingence \

The Al Act sets a global benchmark for trustworthy Al governance. Policy debate revolves
around exemptions for national security and law enforcement [12]. Critics warn they create
loopholes, undermine safeguards, and enable surveillance with limited accountability.
Policy discussions call for clearer definitions, stronger oversight, transparency, and robust
enforcement to fully respect privacy and fundamental rights. The EC guidelines [13] and
&heir interpretation remain crucial to preventing the weakening of the Act's protections. /

/ Racish

The FRA report on addressing Racism in Policing highlights persistent discrimination and
ethnic profiling [14]. Policy recommendations include bans on discriminatory practices,
robust accountability mechanisms, independent oversight, improved data collection,
mandatory anti-racism training, and community engagement. Tackling racism in policing is

stential for legal compliance and for protecting equality, dignity, and justice. /




/ Human Trafficking \ @

Policy efforts to combat human trafficking and forced labour emphasise stronger
prevention measures (e.g., labour inspections), clear legal frameworks to protect
victims’ rights, and improved cross-border cooperation [15], as well as gender-sensitive
labour policies [16], integrated approaches to counter-terrorism and anti-trafficking [17]
and crisis preparedness. Countering technology-facilitated trafficking requires stronger
\legislation, enforcement, victim support, and cooperation with tech companies [19]. /

@ /Child Sexual Exploitation \

Policy efforts aim to disrupt online harm to children, call for stronger legislation and
enforcement to criminalise all forms of online CSE, investment in victim support services,
and improved training for law enforcement [19]. Key recommendations include digital
literacy programs, cooperation with technology platforms, and robust data collection to

kinform policies. /
Disinformation and Hate Speech

The EU Code of Conduct on Countering Illegal Hate Speech Online [20] promotes
voluntary cooperation between the EC and major IT platforms to swiftly and
transparently remove illegal hate speech. This initiative supports the broader EU
strategy to combat racism and intolerance, complementing legislation like the DSA [21].

|
__ /Crisis Management \

Policy interventions address gender-based violence, with urgent calls for stronger laws,
better data, and funding for survivor support to combat femicides [22]. Rising global
terrorism deaths underscore the need for coordinated strategies addressing root causes
like poor governance and economic instability [23], with regional security cooperation,
kcommunity resilience, and human rights-compliant counter-terrorism measures. /

/ Radicalisation\ %

RAN highlights the growing influence of transnational extremist networks and online
radicalisation [24]. Policy calls for stronger regional cooperation, improved monitoring of
digital platforms, and tailored prevention strategies involving civil society. The TE-SAT
2023 [25] reinforces the need for cooperation, robust measures to counter radicalisation
Qespecially online), and investment in protecting public spaces.




During the first full implementation cycle of ENACT, European civil security R&l efforts continued to
emphasise technological solutions to emerging security challenges. Specifically, stakeholders focused
on deploying “responsible” security solutions, i.e. effective technologies that also meet citizens’
expectations for privacy, transparency and accountability.

The EU Innovation Hub’s Annual Event [26] highlighted key technology priorities, including enhancing
strategic foresight using Key Enabling Technologies, advancing biometric identification systems
through dedicated testbeds, leveraging explainable Al for policing, and addressing encryption and
lawful access while safeguarding fundamental rights. Experts stressed the need to “industrialise
research results” so that lab innovations can be turned into deployable tools.

Commercial and Operational Products

Several new security technologies reached or neared operational readiness by the end of the first full
implementation cycle of ENACT, with some being showcased as promising products for law
enforcement. The EC announced the winners of its Security Innovation Awards 2023 [27], recognising
innovative tools in the FCT domain. ENACT is providing financial support to these winners to accelerate
their market uptake. Featured product highlights include:

T4i DOVER: A drone-mounted chemical detection system for reliable,
real-time identification of hazardous chemicals during drone flights by
addressing challenges like high speed, altitude changes, and
environmental factors. It can detect vapor-emissions of dangerous
substances in flight or hover and overlay geo-referenced, timestamped
hazard alerts on a map, giving first responders a rapid airborne CBRN
detection capability [28].

CRYPTOPOL: A cryptocurrency-tracing training platform that offers
investigators a hands-on simulation environment to practice tracking

illicit cryptocurrency transactions in realistic scenarios. By immersing
officers in gamified investigations, it builds capacity in crypto forensics
and financial crime investigation [29].

Drug Hunter Narcotic Analyser: A fast, field-deployable device for rapid
drug identification. This portable analyser can detect narcotics quickly
on-site, allowing police and border agents to immediately test
suspicious substances, streamlining drug seizures and reducing reliance
on lab turnaround times [30].




Projects view

Ongoing EU-funded projects in the FCT domain are tackling a diverse range of technological challenges,
particularly in cybercrime, digital forensics, Al security, and trafficking prevention. Several
initiatives are focused on enhancing the trustworthiness and explainability of Al systems: for example,
the NeuralSentinel tool developed under the KINAITICS project [31] aims to improve the reliability of
neural networks by detecting failure models and adversarial inputs, which is important in Al-assisted
law enforcement decision-making. In technical malware analysis, the CYBERSPACE initiative [32]
advances machine learning-driven malware classification and attribution, aiding LEAs in cyberthreat
investigation and response. Meanwhile, RAYUELA project [33] uses gamification and behavioural
analysis to combat cybercrime by engaging young users in a narrative-based video game designed to
study online behaviours and inform prevention strategies. Collectively, these and similar projects
showcase how Europe is building a robust ecosystem of Al-enabled and privacy-aware technologies to
support law enforcement across digital and physical domains.

Science View

During the first full implementation cycle, scientific research in the FCT field focused on digital threats,
advanced forensics, and the growing use of Al in security. Several papers examined how law
enforcement can monitor the dark web using crawler technologies, while also highlighting legal and
ethical challenges. Biometric research explored gait recognition for surveillance, and studies reviewed
how to improve reliability in real-time identification systems.

Digital forensics also saw important developments. Researchers proposed new ways to recover
evidence from platforms like Discord, vehicle systems, and virtual machines. Other studies tackled
issues like detecting tampered surveillance footage, analysing deepfakes, and dealing with fingerprint
spoofing. There was growing attention on how generative Al and large language models (LLMs) could
be misused to spread misinformation.

New uses of digital twin technologies were explored for simulating risks in public spaces, while Al and
sensors were also used to track environmental crimes. Policy-focused research also looked at Al
strategies in defence, access to encrypted data, and the future impact of quantum computing on
cybersecurity.
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MARKET & STANDARDS VIEW

The Market Observatory offers a detailed analysis of both demand and supply, as well as the evolving
ecosystem in the FCT domain. The initial focus is on assessing the size of the FCT market throughout its
development cycle. This includes the creation of innovative solutions, and the support provided by EU
funds. The analysis compares EU funding trends between the Horizon 2020 and Horizon Europe,
examining the types of actions funded and the distribution of both public and private funding.

FCT Research & Innovation

Considering HE FCT calls from 2021 and 2022, the total net EU contributions made up about 90% or
€81.6 million. When adding the 2023 total costs and net EU contributions, the total net of EU
contributions accounts for 91.4%, or approximately €118.2 million. The number of grants for FCT R&
signed for 2023 (9) is also in line with the previous average established (10) [34].

While the share of Research and Innovation Actions (RIA), which are funded at 100% of costs compared
to the Innovative Actions (IA), which are funded at 70% of costs, fell drastically to 28% in at the start of
HE (from 80% in the H2020), there is evidence this is equalling out as the framework progresses (57% for
IA and 40% for RIA. The share of coordination and support actions remains low, demonstrating the
priority under FCT to focus on solutions and innovations, especially those closer to the market.

RA @ IA CSA
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FCT Procurement

Based on information from the Public Procurement Data Space (PPDS) [35], listed under CPV code 35,
Security, firefighting, police, and defence equipment, approximately 700,000 relevant procedures were
identified, with around 20% related to the defence sector. Germany (by a large margin), Poland and
Spain were the largest procurers of FCT equipment.

Almost 80% of procedures were open calls, rather than operating under a restricted or negotiated
procedure, increasing competition and choice for the procuring entity; however, there are differences
between Member States, with Netherlands and Austria having comparatively lower numbers of open
calls while almost all calls in Portugal were open.

In terms of contract types, the majority were for supplies rather than for works or services, perhaps
indicating a greater need for equipment while services are already provided by the public sector entity
(police, ministry of interior, or similar). The majority of contracting entities were central government
authorities, alongside local and regional entities. Furthermore, international or supranational bodies
such as the EU had far fewer procedures for equipment, demonstrating a difference in their role.



Funding Opportunities

Following on the AR#1 ‘FCT R&I: An analysis of EU priorities 2014 - 2024" on Funding Priorities, the same
methodology was applied to characterise the priorities of the 2025 HE Cluster 3 Work programme [36]
and its Fighting Crime and Terrorism destination based on the 4 call topics.

1. Modern Information and Forensic Evidence Analysis
(HORIZON-CL3-2025-01-FCT-01): focuses on enhancing the
capabilities of security practitioners through modern tools
and methods for forensic evidence analysis and frontline
policing, emphasising advanced technology solutions that

2. Prevention, Detection, and Deterrence of Crime and
Terrorism (HORIZON-CL3-2025-01-FCT-02): aims to deepen
the understanding of societal issues related to FCT,
developing innovative tools and training, with a strong
emphasis on community engagement and awareness-raising.

improve the efficiency and effectiveness of LEAs.

Function Area

Policy Area

Policy Area Function Area

Data, Information & Intelligence Gathering,
Management, and Exploitation

Data, Information & Intelligence Gathering, Blizetlbze Gl

Organised Crime
& Management, and Exploitation

Terrorism &
Radicalisation

Monitoring and Surveillance of Environments and
Activities

Cybercrime Investigation and Forensics

Horizontal and
Societal Issues

Horizontal and

. Training and Exercises
Societal Issues

Training and Exercises

4. Humanitarian Demining and Unexploded Ordnance
Disposal (HORIZON-CL3-2025-01-FCT-04): addresses the
critical need for safe and effective demining activities in post-
conflict areas, emphasising modern tools and methodologies
for humanitarian demining, as well as risk education and
awareness-raising activities to protect civilians.

3. Improved Intelligence Picture and Enhanced
Prevention of Organised Crime (HORIZON-CL3-2025-01-
FCT-03): targets the improvement of intelligence gathering
and sharing mechanisms to better prevent, detect, and deter
organised crime, including cross-border and training.

Policy Area Function Area

Policy Area Function Area

Data, Information & Intelligence Gathering,
Management, and Exploitation

Decontamination and Neutralisation

Horizontal and
Societal Issues

Monitoring and Surveillance of Environments Training and Exercises

and Activities

Organised Crime

Detection of Goods, Substances, Assets, and
People and Incidents

Training and Exercises

The priorities for 2025 build on the foundations from 2014 to 2024, to address new and emerging
challenges. The emphasis on technology integration, training, and societal issues reflects a proactive
and adaptive approach to enhancing security and combating crime in the EU. The continuity in focus
areas underscores the persistent nature of certain threats, while the introduction of new priorities
highlights the need for continuous innovation and adaptation in the face of evolving challenges.

Tender Opportunities

Around 9,000 relevant tenders were identified though EU TED, and mapped to the EUCS taxonomy. The
largest category is Personal & Other Equipment for Prevention, Response, and Recovery (45%),
indicating a significant investment in equipment for frontline personnel to handle emergencies. This is
followed by Monitoring and Surveillance of Environments and Activities (37%), indicating a strong
preference among MS for prevention and preparedness over post-event investigation or detection.

Considering EUCS technologies, the most prevalent is General equipment, including tools, vehicles,
and field equipment, indicating a general operational readiness. The second, PPE/Safety Equipment,
shows the importance of protecting personnel. Thirdly. Surveillance systems are used for real-time
monitoring and dissuasion, combined with Alarm/ warning systems, creating an early warning and a
rapid response. Investments in Digital security products and services, reflect digital transformation.

Overall, Member States and their investments are more aligned with the EC’s crisis preparedness
and physical security objectives, than digital, cyber and forensic-related ones.

! ENACT Analytical Report -FCT R&I: An analysis of EU priorities 2014 - 2024. https://enact-eu.net/wp-content/uploads/2024/04/ENACT-



https://enact-eu.net/wp-content/uploads/2024/04/ENACT-Analytical-Report-01-FCT-RI-An-analysis-of-EU-priorities-2014-2024.pdf
https://enact-eu.net/wp-content/uploads/2024/04/ENACT-Analytical-Report-01-FCT-RI-An-analysis-of-EU-priorities-2014-2024.pdf
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ETHICAL, LEGAL & SOCIETAL VIEW

The regulatory landscape is undergoing a significant transformation. Normative initiatives as responses
to new technologies, opportunities, and challenges can be easily found, with actions at national,
regional, and international levels. While the adoption of the Al Act still represents an important
milestone, other norms also impact the FCT domain. Other countries are working on thematic
regulations, and international bodies such as the UN, Organisation for Economic Co-operation and
Development, and Council of Europe are also addressing the role of Al. Cybersecurity initiatives are
becoming more relevant (e.g., Digital Operational Resilience Act, DORA, and UN Cybersecurity treaty),
as are online children’s protection, especially combating child sexual abuse. In topics that fall in a
regulatory gap, best practices and ethical considerations still represent a significant role.

This section provides an overview of the key trends identified in the ELSO during the first Full
Implementation cycle. To better capture the granularity of ELS topics, categories from the Joint
Research Centre (JRC) cybersecurity ontology were selected.

Anonymity, pseudonymity, unlinkability, undetectability, or unobservability

This theme plays a central role in discussions surrounding cybercrime and personal data protection,
not just in Europe but globally. Long-term observations are mainly connected to child sexual abuse in
online environments, for example, the Global Threat Assessment [37] and cloud-based technology [38].

Biometric methods, technologies and tools

Biometrics are closely connected to the Al Act [39][40], while observations also relate to
individual identification, especially in documents involving travel data. Observations
come from different sources, especially scientific material and practitioners’ reports
[41]. Related topics, such as facial recognition or electronic identity cards, are part of

the public debate [42][43]. Furthermore, new regulatory initiatives addressing specific ey

systems and tools were also found. This category illustrates the increasing
convergence of ELS topics and technical debates.

Citizen cooperation and reporting

The importance of cooperation between LEAs and citizens and their role in combating
organised crime is predominant, especially in disappearances and human trafficking
[44][45]. Furthermore, observations are also connected to cybercrimes, especially child
sexual abuse [46]. Observations also show how citizen collaboration gains even more
importance in situations involving vulnerable groups [47].

Cybersecurity technologies

This category encompasses a significant portion of ELSO’s focus, covering data
security, security tools, and other cybersecurity measures. The scope also
connects to general technologies, such as LLMs [48], and addresses specific
market needs, such as the financial sector [49]. Online security also represents a
crucial and relevant sub-topic, reflecting the pervasive need to protect digital
assets and activities.




Data security and privacy

This category largely aligns with the EUCS Functions Data, information & intelligence gathering
management, and exploitation. Within the FCT domain, this category addresses the use of data by
LEA for the investigation and prosecution of crimes [50] [51].

Investigations of computer crime (cybercrime) and security violations

This category offers a more specific focus on the investigative actions of LEAs, complementing other
classifications. Many observations relate to children, highlighting the challenges in understanding and
leveraging technological tools used by minors on a daily basis [52]. Additionally, human trafficking and
cybersecurity were also prominent themes in the relevant ELS observations [53][54].

Legal aspects

This is a broad category includes Al regulation, protection of fundamental
rights, terrorism and radicalisation are some of key themes [55]. International
regulatory initiatives and collaboration are also themes categorised under this
umbrella [56].

Privacy concerns

Observations within this category primarily address the protection of children’s
privacy and the crucial parents’ role in guaranteeing it [57]. Only one
observation was not directly connected to family digital well-being, but rather
to the challenge of reconciling privacy and innovation [58].

Safety and security

Observations under this category are highly correlated with terrorism and
radicalisation, showing a strong connection between “Safety and Security” and
national security [59]. Nonetheless, other topics are also addressed,
particularly those concerning international organisations and the broader need
for global security and collaboration on specific issues [60].

Trust and privacy

While this topic is complementary to others, such as “Privacy Concerns” or
“User acceptance”, this category serves as a means to classify ethical and
societal aspects within the FCT domain including more specific categories,
such as spyware [61], standardisation [62], and forensics [63].

User acceptance of security policies and technologies

Observations in this category focus on end-user acceptance, as well as public
perception of certain approaches [64] and technologies in the FCT domain.
Considerations around this topic are of utmost importance for the ELSO and
policy development. Nevertheless, challenges in reconciling transparency and
national security [65], and in assessing acceptance, are well-known.




The latest updates highlight enhancing cybersecurity education and capacity
building in Europe, alongside data protection, Al, and digital security innovation.

Capability Building through Education and Training: Recent initiatives include
educational games, training resources, and frameworks to develop cybersecurity
skills at all levels, building a resilient workforce.
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SR Policy Directives in Education: Maturity assessments and frameworks align
national and EU education strategies, balancing awareness with professional
skills. New opinions from the EDPS and EDPB call for clearer safeguards, stricter
purpose limits, and stronger oversight.

Governing Al: The EU Al Act has introduced bans on harmful practices such as
social scoring and most real-time biometric identification, aiming to safeguard
fundamental rights; however, broad exemptions for national security and serious
crime investigations remain contentious and may face future tightening.

Operationalising Innovation: Operationally, the EU Innovation Hub for Internal
Security actively fosters cross-border collaboration, creating opportunities for
private sector partnerships, collaborative research, and pilot programs.

Broader Strategic Needs: Wider EU strategies signal future opportunities for
secure cross-border data sharing, incident response, and trusted digital services.

These developments reflect a clear EU-wide trend towards balancing innovation
and robust security with strong rights protections, creating opportunities for new
technical solutions, compliance services, and cross-sector partnerships.

QE Four key topics emerged from the observations as highly relevant for ELSO.

e sodEnaL

RE==RVATORY Security of Children Online: Children are digitally native, developing tech skills
early, before legal, psychological, or social maturity, leaving them vulnerable.
Developments include rules for protecting children, fighting online child sexual

abuse material, and managing children's access to digital platforms.

Al Regulation, Use, and Acceptance: Harnessing full potential of Al can offer
solutions to diverse ELS challenges, but the risks associated with its are also well-
documented in our observations, echoed by the EU Al Act.

Cybersecurity: The security of data and technology is increasingly essential, with
efforts transcending countries, requiring collaboration. New regulations set
minimum cybersecurity rules and guarantees, safeguarding fundamental rights.

Digital Literacy: Toolkits and best practices for children's online presence or use
of Al tools by LEAs, are invaluable for addressing ELS. End-users and individuals
affected by emerging technologies need to be empowered to better accept or
critically evaluate these innovationsand learning from victims and specialists.




Several notable events took place in the FCT domain over the past months.
INTERPOL’s 52™ European Regional Conference [66], gathered 150 senior LEA
officials from across Europe to address emerging transnational threats. Delegates
discussed the evolving nature of crime, including the “dark side of Al” and links
between organised crime and terrorism, and shared tools (like INTERPOL’s new
“Silver Notice” [67] for asset tracing) to strengthen international police
cooperation. Another major event was SRE 2025. This flagship EU forum brought
together over 600 participants from academia, industry, end-users, and policy
under the theme “Boosting security through EU-based innovation”, featuring
discussions on EU security research priorities, live demonstrations of cutting-
edge solutions, and an exhibition of 50+ EU-funded security projects.

Regarding the upcoming events, Europol’s Cyber Innovation Forum 2025 [68]
brings together law enforcement, academia, and industry to explore innovative
solutions for combating cyber-enabled crime, including online child exploitation
and encrypted communications. The International Security Expo 2025 [69]
features a dedicated Counter Terrorism Zone, live demonstrations, and expert
briefings on Al surveillance, hybrid threats, and protective technologies. It offers a
platform for FCT end-users to engage with the solutions and operational needs.

Observations gathered during this period highlighted a strong interplay between
science, technology, and policy in shaping the European FCT market.

Al and Data Analytics: Al and big data solutions are now key for surveillance,
forensics, and cybersecurity, used in vehicle recognition and forensic labs with
speech-to-text tools. Their adoption shows technological advances and
procurement strategies focused on efficiency and cross-border interoperability.

Cybersecurity and Digital Resilience: Protecting digital infrastructures is a key
market driver. Investments focus on cryptography, infrastructure security, and
digital evidence against cybercrime. Policy, research, and procurement trends
emphasise the need for resilient cybersecurity in Europe.

Emerging and Dual-Use Technologies: Beyond mainstream solutions, attention
shifts to frontier innovations like quantum communication, advanced navigation,
robotics, and drones. These serve civilian and security needs, but raise ethical,
standardisation, and sustainability questions.

Innovation and Procurement: Procurement plays a key role in shaping the
market. Public procurement of innovation fosters partnerships and accelerates
the adoption of technologies. EU funding, like HE, guides resource allocation,
focusing on Al governance, supply chain resilience, and counter-terrorism.

The strategic adoption of Al, cybersecurity, and emerging technologies shows a
response to threats and a commitment to creating a resilient, innovation-driven
security market in Europe.
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EU CIVIL SECURITY TAXONOMY

The use of the EUCS Taxonomy as the backbone of ENACT’s analytical approach has been consolidated
throughout the first implementation cycle. The taxonomy has proved to be an invaluable tool to
systematically assess the vast and scattered information landscape, allowing ENACT to deliver
structured knowledge directly mapped to the defined categories. The work presented in flash reports,
advanced reports, and maps (notably the stakeholders map) demonstrates how the taxonomy
facilitates the elaboration of sound, traceable, and comparable analyses, and significantly improves
communication while minimising information loss.

ENACT has continued to meticulously document the potential weaknesses of the taxonomy, forming the

basis for a detailed analysis and several recommendations.

Policy

The policy category mixes policies, security threats
and operational activities, leading to redundant
classifications. Furthermore, some policy areas do
not have sufficient visibility, e.g., the production
and trafficking of drugs, the narrow classification
of hate speech rather than hate crime, the
opportunity to bundle explosives with CBRN. The
horizonal and societal issues class are not fully
aligned to FCT and lack sub-classifications, as well
as functional and technological sub-categories

ELS

ELS topics are not well represented at policy levels
two and three; for example, biometrics is not
considered under FCT. A topic on fundamental
rights would fit well under horizontal and
societal issues.

Products / Services

Many technology areas are not well represented,
e.g., drones or vehicles. From an R&l perspective,
key enabling technologies could be included, while
communications technology should also include
messaging applications and there lacks a category
for key services such as translation, transcription
and interpretation.

Functions

Functions are often mixed with technologies and
equipment, leading to overlapping and redundant
classifications. Functions also lack aspects related
to citizen engagement, awareness raising,
societal issues, research and victim support. A
function that represented command, control,
organisation and coordination could be beneficial.

Overall, there are also inconsistencies across the online and Excel versions of the taxonomy, a bottom-
up approach could better help identify and resolve gaps, whilst it is also important to be mindful of the
relationship to the Border Management, Disaster Resilience and Critical Infrastructure categories.
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